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CS 790 02: Information Security
Spring, 2005

Description: This course is a survey of fundamentals of information security. Topics include: conﬁdentiality,
integrity, availability; authentication models; protection models; audit; intrusion and masquerader detec
tion; control policies; access control; release control; information ﬂow; legal and social issues, privacy;
risk assessment and vulnerabilities; encryption; digital watermarking; insider risks; computer forensics;
additional topics of interest.
Text book: Required text: Matthew Bishop, Computer Security: Art and Science. Addison-Wesley, 2003.
ISBN 0-201-44099-7. (Errata: http://nob.cs.ucdavis.edu/book/errata3-5.pdf.)
Reference text: Charles P. Pﬂeeger and Shari Lawrence Pﬂeeger, Security in Computing, 3/e Prentice Hall,
2003. Easy to read, but with less rigor.
Prerequisite: CS 633 (Operating Systems), or CS 701, or a data mining course.
Instructor: Dr. Guozhu Dong.
Oﬃce: 430 Russ Engineering Center
Phone No.: (937)-775-5066
Email: gdong@cs.wright.edu
Class details: 6:05 pm to 7:20 pm on T Th in room 140 Health Sciences
Oﬃce hours: 3:00 – 3:50 T Th. Use e-mail for short questions.
Format: This course will draw materials from the text book, and from research papers. Students will attend
classes, read and present some chapters and papers, actively participate in class discussions, complete a
survey-style project, and do home works and exams.
Presentation: Each student will present one or more papers/chapters. Presentations should be prepared using
powerpoint, should be based on materials in the class directory if available, and should use examples to
illustrate concepts, ideas, techniques, etc. Presenters should make copies of the slides as handouts (e.g. 4
to-1) to the class, and send the ppt ﬁle to the instructor.
All students will be expected to read each paper/chapter before it is presented, to ensure active participation
in the discussion.
Evaluation: Final grades in the course will be determined as follows:
• Home works: 10%.
• Exams (open book, open notes): 30%
• Project: 30%
• Paper/chapter presentations: 20%
• Class participation: 10%
No late homework or project submissions will be accepted except in case of documented emergency (e.g.,
medical emergency).
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Resources: www.scholar.google.com.
DBLP Bibliography Server: http://www.informatik.uni-trier.de/~ley/db/index.html
ACM Digital Library: http://www.acm.org/dl/ (Free access from WRIGHT domain.)
IEEE Xplore: http://ieeexplore.ieee.org/Xplore/
ResearchIndex (citeseer): http://citeseer.ist.psu.edu/
Class directory (on gamma): ~gdong/790is
About the text book: According to a professor from another university, there was some dissatisfaction with
this textbook. The text is still chosen by many universities, since there are few security textbooks available, and
there are no others (to my knowledge) that cover the material with rigor suitable for a graduate course.
Some students may ﬁnd that primary material in the research literature easier to understand than the
treatment in the textbook. The text contains extensive references (over 1000); you are encouraged to go to these
for material you have diﬃculty with. You can also use scholar.google.com etc to help follow up with recent
developments.
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